 Thank you for downloading Aavenir RFP Template! 
We hope they are useful as you seek proposals for your business projects. 

HOW TO USE THIS TEMPLATE
This template contains prompts and sections commonly found in requests for proposals. 

Below, you’ll see:
· One short, one-page RFP template when things can be concise. 
· One several-page long RFP template for when you need to be detailed.

In the long template, you’ll see numerous sections, each included with the following:
· Italicized Information: To illustrate the importance of each of the sections included, there’s a quick description of the section and suggestions of what you should think about when writing yours. You can erase these introductions after you’ve read them. 
· [UPPER CASE PROMPTS IN BRACKETS]: These are intended for you to erase and fill in with information for your specific project. 
· Normal Placeholder Text: This is suggested wording to include in your RFP, but should be altered, deleted, or added to as you see fit. 

Once you’re ready to begin, delete this page and start filling out your info below. 
Remember, you can add/edit/delete any wording or sections you see fit for your projects!

Use Aavenir RFPflow to Manage multi-vendor RFP process!! Ask us for Demo


<Insert Your Logo>
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[bookmark: _3znysh7]Disclaimer
The information contained in this Request for Proposal (“RFP / Bid Document”) or information provided subsequently to bidder(s) or applicants whether verbally or in documentary form by or on behalf of [ENTER YOUR COMPANY NAME], is provided to the bidder(s) on the terms and conditions set out in this RFP document and all other terms and conditions subject to which such information is provided.

This RFP document is not an agreement and is neither an offer. The purpose of this RFP is to provide applicants who are qualified to submit the bids (“Bidders”) with information to assist them in the formulation of their proposals (“Bids”). This RFP does not claim to contain all the information each bidder may require. Each bidder may conduct its independent investigations and analysis and is free to check the accuracy, reliability, and completeness of the information in this RFP. We take no representation or warranty, express or implied, and shall incur no liability whatsoever under any law, statute, rules or regulations as to the accuracy, reliability or completeness of this RFP. We may in its absolute discretion, but without being under any obligation to do so, update, amend, or supplement the information in this RFP.

The information contained in the RFP document is selective and is subject to update, expansion, revision, and amendment. [ENTER YOUR COMPANY NAME] does not undertake to provide any bidder with access to any additional information or to update the information in this RFP or to correct any inaccuracies therein, which may become apparent. [ENTER YOUR COMPANY NAME] reserves the right of discretion to change, modify, add to or alter any or all of the provisions of this RFP and/or the bidding process, without assigning any reasons whatsoever. Such change will be intimated or made accessible to all bidders on the official website of [ENTER YOUR COMPANY NAME]. 

Any information contained in this document will be superseded by any later written information on the same subject made available/accessible to all recipients by [ENTER YOUR COMPANY NAME]. Information provided in this RFP is on a wide range of matters, some of which may depend upon the interpretation of the law. The information given is not intended to be an exhaustive account of statutory requirements and should not be regarded as a complete or authoritative statement of law. [ENTER YOUR COMPANY NAME] does not own any responsibility for the accuracy or otherwise for any interpretation or opinion on law expressed herein. 

Further, [ENTER YOUR COMPANY NAME] also does not accept liability of any nature whether resulting from negligence or otherwise howsoever caused arising from a reliance of any Bidder upon the statements contained in this document. [ENTER YOUR COMPANY NAME] reserves the right to reject any or all the responses to RFPs / Bids received in response to this RFP at any stage without assigning any reason whatsoever and without being liable for any loss/injury that Bidder might suffer due to such reason. The decision of [ENTER YOUR COMPANY NAME] shall be final, conclusive, and binding, and all the parties directly or indirectly connected with the bidding process. Bids not satisfying the procedure prescribed in the tender document will be treated as invalid and rejected summarily.

It may be noted that notice regarding corrigenda, addendums, amendments, time-extensions, clarifications, response to bidders’ queries, etc., if any to RFP, will not be published through any advertisement in newspapers or any other media. Prospective bidders shall regularly visit [ENTER YOUR COMPANY NAME]’s website.
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[bookmark: _tyjcwt]RFP Timelines & Schedule

	Name of the Company
	

	RFP Reference No
	

	Date of issue
	

	Submission of Pre-Bid Queries
	Date
	

	
	Time
	

	Schedule of Pre-Bid Meeting
	Date
	

	
	Time
	

	Schedule for Receipt of Bids
	Date
	

	
	Time
	

	Schedule for Opening of Technical Bids
	Date
	

	
	Time
	

	Place of Pre–Bid meeting/ Submission of Bids / Opening of Bids / Address for
Communication & Contact Person
	ENTER COMPANY NAME
ENTER COMPANY ADDRESS
ENTER EMAIL ADDRESS
ENTER PHONE NUMBER
ENTER WEBSITE

	For Technical Queries
	ENTER DETAILS & CONTACT DETAILS INCLUDING EMAIL, PHONE FOR THE PERSONAL RESPONSIBLE FOR HANDLING THE TECHNICAL QUERIES
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[bookmark: _1t3h5sf]Introduction and Background
[ENTER DESCRIPTION OF YOUR COMPANY] is accepting proposals in response to this Request for Proposal (this “RFP,” or this “Request for Proposal”) in order to find a qualified lead to provide Enterprise Vulnerability Management Solution with detailed Scope of work and also lists the supplied items in the RFP.

The purpose of this RFP is to solicit proposals from interested proposers to enable them to prepare and submit proposals for consideration to satisfy a need for an enterprise vulnerability management solution. The awarded solution provider will supply hardware, software, internal, and external systems integration with affiliated implementation, maintenance, and training services. The organization intends to award one contract as a result of this RFP. 

The comprehensive enterprise vulnerability management solution will also effectively manage the functionalities in four stages:
1. Identifying Vulnerabilities
· Scan network-accessible systems 
· If possible, remotely log in to systems to gather detailed system information
· Correlate system information with known vulnerabilities

2. Evaluating Vulnerabilities
· Is this vulnerability a true or false positive?
· Could someone directly exploit this vulnerability from the Internet?
· How difficult is it to exploit this vulnerability?
· Is there known, published exploit code for this vulnerability?
· What would be the impact to the business if this vulnerability were exploited?
· Are there any other security controls in place that reduce the likelihood and/or impact of this vulnerability being exploited?
· How old is the vulnerability/how long has it been on the network?

3. Treating Vulnerabilities
· Remediation: Fully fixing or patching a vulnerability so it can’t be exploited. This is the ideal treatment option that organizations strive for.
· Mitigation: Lessening the likelihood and/or impact of a vulnerability being exploited. This is sometimes necessary when a proper fix or patch isn’t yet available for an identified vulnerability. This option should ideally be used to buy time for an organization to eventually remediate a vulnerability.
· Acceptance: Taking no action to fix or otherwise lessen the likelihood/impact of a vulnerability being exploited. This is typically justified when a vulnerability is deemed a low risk, and the cost of fixing the vulnerability is substantially greater than the cost incurred by an organization if the vulnerability were to be exploited.

4. Reporting Vulnerabilities 
Performing regular and continuous vulnerability assessments enables organizations to understand the speed and efficiency of their vulnerability management program over time.

The selected firm will identify, recommend and implement practices for the [COMPANY NAME] to create a fully integrated enterprise vulnerability management solution option.

The firm’s scope of services will include, but is not limited to, the full implementation and integration of an enterprise vulnerability management solution. It is anticipated that the scope of services will include the tasks below. The detailed scope of services will be negotiated between the [COMPANY NAME] and the selected firm.
· Devise a comprehensive schematic of how the Enterprise Vulnerability Management Solution will operate.
· Assist with all technical aspects of the project.
· Provide assistance to staff.
· Provide a timeline for the completed project.

Enterprise vulnerability management software is a strategic solution for the security teams, delivering comprehensive visibility, assessment, and remediation of threats and vulnerabilities across your network from a central console. 












[bookmark: _4d34og8]Supplier Questionnaire
Please fill up the below table:

	Sr.
No
	Functional Requirement
	Supplier Assessment

	Solution Architecture

	1
	Describe the solution’s security architecture.
	

	2
	Describe how the solution drives efficiency within the IT security team and enhances existing security infrastructure.
	

	3
	Describe how the solution’s operational requirements (hardware platform, operating system, database software, etc.) improve IT security team efficiency. 
	

	4
	Describe how the solution’s architecture minimizes impact and traffic on remote networks, regional offices, and campus backbones.
	

	5
	Describe how the solution’s architecture minimizes impact on server performance.
	

	6
	Describe how the solution’s architecture minimizes bandwidth impact.
	

	Reporting & Alerts

	7
	Describe the solution’s user interface and how a user interacts with the system.
	

	8
	What operating system platforms does the User interface support?
	

	9
	Describe any requirements (platform or otherwise) for the User Interface.
	

	10
	Describe the solution’s reporting capabilities.
	

	11
	What types of standard reports does the solution provide?
	

	12
	Provide samples of the solution’s standard reports.
	

	13
	Does the solution support asset valuations and/or groupings? If yes, describe in detail the solution’s capabilities.
	

	14
	In what formats can the solution’s reports be downloaded and/or exported?
	

	15
	Describe the solution’s vulnerability scoring system in detail and the methodology behind it.
	

	16
	Describe the prioritization capabilities of the solution with respect to vulnerabilities and remediation tasks.
	

	17
	Describe the factors the solution utilizes to prioritize vulnerabilities (i.e. vulnerability risk, asset value, proximity of host to an insecure network, etc.)
	

	18
	Explain how custom reports can be created that report on specific vulnerabilities, applications, hosts, etc.
	

	19
	Describe any remediation information included in the reports.
	

	20
	Does the solution provide the ability to consolidate scan data to produce a single report for the entire network?
	

	21
	Does the solution provide regulatory-specific reports (Sarbanes-Oxley, FISMA, IAVA, etc.)?
	

	22
	Can the product produce a report listing all hosts with a particular application?
	

	23
	Does the product have any baselining/policy management capabilities (i.e. “show me all the hosts that do not match my corporate policy”)
	

	24
	Can the product produce a report listing all applications on a host or network, regardless of whether the application is vulnerable?
	

	25
	Can the product produce alert - based on a specific vulnerability condition, when a new host is discovered and when a host exceeds its score threshold?
	

	Integration Capabilities

	26
	Describe how the solution integrates with the typical enterprise network ecosystem (i.e. it provides vulnerability assessment, rogue device discovery, etc.)
	

	27
	Describe in detail the solution’s integration capabilities with other security solutions 
	

	28
	Does the solution have an Application Programming Interface (API)? - If yes, describe the solution functionality available via the API and how an external system or program accesses the API (i.e. protocol used, security, etc.)
	

	29
	Does the solution integrate with any IDS system for the purpose of reducing false positives? If yes, what is the rate of false positive reduction among your customers?
	

	30
	Does the solution integrate with any asset management systems?
	

	Software & Vulnerability Updates

	31
	Explain the solution’s software and vulnerability update process.
	

	32
	Is there any manual intervention required for software or vulnerability updates?
	

	33
	Does the solution’s update capabilities support change control processes?
	

	34
	What capabilities are present to accept or reject individual vulnerability updates?
	

	35
	How often is the solution updated with vulnerability rules?
	

	36
	Describe the vulnerability signature creation methodology and QA process.
	

	37
	How often is the solution updated with new software?
	

	38
	Provide a roadmap of upcoming features for the solution.
	

	Discovery

	39
	Describe in detail the method by which the solution performs network discovery, including types of information discovered by the solution (i.e. applications, network topology, etc.)
	

	40
	How many ports does the solution probe by default?
	

	41
	Can this list of default ports be modified (default ports excluded or additional ports included?) If yes, is there any limitation to the number of ports that can be added or excluded?
	

	42
	List the number and types of operating systems the solution can identify.
	

	43
	List the number and types of services/protocols the solution can identify.
	

	44
	List the number and types of applications identified by the solution.
	

	45
	How many applications are identified as vulnerabilities? (i.e. “FTP Available”)
	

	46
	How many unique vulnerabilities does the system profile?
	

	47
	List devices (printers, routers, wireless access points, etc.) identified by the solution.
	

	48
	Describe the ability of the solution to identify applications running on non-standard ports.
	

	49
	How many hosts or services does the solution typically crash or cause to stop responding when discovering devices on the network?
	

	50
	Does the solution track host over time in a dynamic IP environment (DHCP)? If so, describe its methodology.
	

	Vulnerability Assessment

	51
	Describe in detail the method by which the solution detects vulnerabilities.
	

	52
	Does the solution perform remote assessment, local checks with credentials, passive assessment, and/or agent-based assessment?
	

	53
	If the solution performs local checks with credentials, for what systems do you support credentials (i.e. Windows, SSH, SNMP, etc.)?
	

	54
	If the solution performs local checks with credentials, describe the ability of your product to manage credentials for hosts in a large enterprise.
	

	55
	What is the size of vulnerability signature database, including breakdown of types of signatures (i.e. CGI, RPC, etc.) and number of signatures that map directly to CVE IDs?
	

	56
	What is the accuracy of the solution when performing vulnerability assessment (false positives, false negatives)?
	

	57
	Describe how to configure the solution to scan for a particular vulnerability or set of vulnerabilities.
	

	58
	Does the solution allow users to modify existing rules or create their own rules? If yes, describe the level of expertise necessary (i.e. scripting vs. wizard interface)
	

	Remediation & Patch Management

	59
	Describe the solution’s remediation workflow functionality.
	

	60
	Describe in detail the solution’s integration capabilities with external ticketing systems (i.e. Remedy, iSupport, etc.)
	

	61
	Describe a sample vulnerability lifecycle scenario including the steps an administrator would take to find, fix, and validate the remediation of a vulnerability.
	

	62
	Does the solution’s workflow functionality include the ability to create policies enabling tickets to be created automatically based on set criteria?
	

	63
	Does the solution support ticket validation (i.e. scan a specific host or group of hosts on demand to verify that vulnerabilities have been remediated)?
	

	64
	Does the solution support individual and bulk ticket due dates?
	

	Solution & Data Security

	65
	Explain the flow of data through the solution and the security measures in place to protect this data.
	

	66
	If appliance based, what operating system is appliance based on?
	

	67
	Where is the vulnerability data stored?
	

	68
	What types of security are used to protect the data in transit?
	

	69
	What access controls are in place on the user application?
	

	70
	Describe the level of detail provided by the solution’s logging and audit-trail capabilities.
	

	Deployment & Administration

	71
	Describe a typical deployment of the solution.
	

	72
	Describe the capabilities of the solution to arrange IPs into groups.
	

	73
	Describe the capabilities of the solution to create users and user groups arbitrarily.
	

	74
	Describe the capabilities of the solution to assign rights and privileges to users and user groups.
	

	75
	What type of configuration is required prior to and during deployment?
	

	Training, Customer Support, Service Level Agreements & Documentation

	76
	What training is available for the solution? How much is typically required and recommended?
	

	77
	Does your company offer official training courses?
	

	78
	What are the standard hours of the customer service and support organization?
	

	79
	What are the standard support response times?
	

	80
	Are any professional services required or recommended?
	

	81
	What type of documentation is provided with your solution?
	

	82
	Does the company provide a standard Service Level Agreement with service guarantees?
	

	83
	Include a copy of your solution’s terms and conditions.
	

	Pricing

	84
	Please provide a price quote based on the network topology described. Include any maintenance fees, support fees, professional services fees, and any other fees required for deployment and ongoing support.
	



The objective of this Request for Proposal is to locate a source that will provide the best overall value to [COMPANY NAME]. While price is a significant factor, other criteria will form the basis of our award decision, as more fully described in the Evaluation Factors section of this Request for Proposal below.






























[bookmark: _3wkvm4yuomd9]Format of Proposal
Letter of Interest
Please include a letter expressing the solution provider’s interest in supplying the organization with Enterprise Vulnerability Management Solution. In this letter, please include the following:
1. A statement regarding the solution provider’s availability to dedicate time, personnel, and resources to this effort during a period of three years.  
2. A commitment to the availability of the solution provider and all key project staff during the contract period.
3. A description of your approach to successfully fulfilling the requirements within the proposed budget and schedule. 

Company and Project Manager Information
Please include a brief description of your company, including the following information:
1. Length of time in business.
2. Location of headquarters and any other offices.
3. Description of services that your company specializes in.
4. A brief biography of the proposed Project Manager (PM) and the Principal-in-charge (if that person is different from the Project Manager) and all other applicable staff. A project manager must be designated and must be the principal contact. In this biography, please include at least three different references for the Project Manager and Principal-in-charge.

Relevant Experience 
Please include information describing the solution provider’s experience, demonstrating competence and professional qualifications for the satisfactory performance of the services outlined in the proposed Scope of Work of this RFP.
· Provide a narrative statement regarding your solution provider portal integration and associated services expertise and experience as it relates to this RFP.
· Additionally, include a statement regarding your understanding of the requirements as outlined in this RFP and your ability to provide enterprise vulnerability management solution implementation and associated services in accordance with the same.
· Describe your firm’s experience in providing similar enterprise vulnerability management solution implementation and associated services to other clients, especially other governmental entities and/or similar public/private sector organizations. 
· Describe the business practices that enable you to complete these tasks in an efficient, timely and, at times, expeditious manner. 
· Provide a list of three references of clients for which your firm has performed similar work, as described in this RFP, within the past three years.

Proposed Scope of Work & Supplier Questions
[Enter company name] (hereinafter referred to as ‘Company’ is having its Corporate Centre at [Location], various other offices (LHOs/ Head Offices /Zonal Offices/Global Link Services, Global Training Centre, etc. of company and branches/other offices, other exchange companies in available at various locations and managed by the company. This Request for Proposal (RFP) has been issued by the company for procurement of enterprise vulnerability management solution in the company. 

In order to meet the enterprise vulnerability management solution requirements, the company proposes to invite tenders from eligible vendors as per details/scope of work mentioned in this RFP document. Bidder shall mean any entity (i.e. juristic person) who meets eligibility criteria given in this RFP and willing to provide the enterprise vulnerability management solution as required in this bidding document. The interested bidders who agree to all terms and conditions contained in this document may submit their Bids with the information desired in this bidding document (Request for Proposal).

Requested formats
· Provide a description of the proposed approach/methodology that you will follow, along with a project plan and realistic timeline that identifies the phases and tasks required to complete the enterprise vulnerability management solution. 
· Include in this section the deliverables and reports that will be provided, the project controls that will be used, and the tasks that will be performed.
· Provide a description of all of the deliverables that you will provide as an output of the project plan. 
· Provide relevant samples of deliverables and project plans from similar services that your firm was primarily responsible for producing.

Cost Submission
The information requested in this section shall constitute your cost submission. Proposers should not include any assumptions in their cost submission. Proposers should be direct in writing questions and answers of this RFP; any questions about whether a cost or other component is included or applies. 
· Provide information on revenue sharing, including volume tiers and basis points payout. Include how often revenue sharing is calculated and paid.
· Programming Fees
· Implementation Fees
· Vendor participation and enrolment fees
· List any and all fees not addressed above. 

The award shall be made to the qualified supplier whose proposal is most advantageous to
the [enter company name] with price and other factors considered. Other factors that may
contribute to the selection process include but are not limited to:
· Project approach and understanding of the company’s objectives and requirements
· Supplier’s implementation methodology and success
· Feedback from customer references
· Compliance with the company’s terms and conditions
· Ability to meet the company’s requirements
· Supplier’s training base and experience with organizations similar to the company

Evaluation Criteria
The evaluation process would consider whether the selected firm has requisite prior experience, resources and expertise to address [Enter company name]’s requirements process that has gone behind the preparation of the RFP response, the degree of clarity, and understanding of [Enter company name]’s stated objectives and the level of commitment.
· The evaluation team will evaluate the submitted proposals. The initial Technical and Functional Evaluation will be based on written responses to this RFP. 
· It is important that the responses be clear, concise and complete so that the evaluators can adequately understand all aspects of the proposal.
· The evaluators will consider the completeness of the proposal, how well the solution provider complied with the response requirements, responsiveness of solution to requests, the number and nature of exceptions (if any) the solution provider takes to the terms and conditions, the total cost of ownership and how well the provider 's proposed solution meets the needs of the [Enter company name] as described in the solution provider's response to each requirement and form.
·  As part of the evaluation, the [Enter company name] reserves the right to request additional information, ask for a demo, conduct conference calls to review the response, or take any other action necessary to perform a thorough and objective evaluation of each solution provider’s response. 
· This evaluation includes, but is not limited to conducting customer reference checks, visiting solution provider headquarters and reviewing any other information about the provider and its solution (e.g. performance, viability, technology, mergers and acquisitions, organizational changes, litigation, industry analyses, etc.)

A holistic, enterprise vulnerability management solution is the recommended method, in which the solution:
· Scan and discover exposed areas of all the local and remote endpoints as well as roaming devices.
· Leverage attacker-based analytics, and prioritize areas that are more likely to be exploited by an attacker.
· Mitigate the exploitation of security loopholes that exist in your network and prevent further loopholes from developing.

Evaluation and comparison of proposals 
A two-stage procedure is utilized in evaluating the proposals, with evaluation of the technical proposal being completed prior to any price proposal being opened and compared.  
· The technical proposal is evaluated on the basis of its responsiveness to the Term of Reference (TOR) in supplier questionnaire.
· The proposals of all solution providers will be evaluated based on: 
a. Technical Proposal
b. Financial Proposal

Along with the two-stage procedure, the following general criteria will be used to determine the most qualified evaluated Proposal:
· Degree of Respondent’s ability to fully comply with the Scope of Services in this RFP. 
· Useful life of the product.
· Residual value of the product. 
· Advantages of a particular product relative to its weaknesses. 
· Time of delivery, performance, and completion. 
· Respondent’s demonstrated ability to provide successful implementation services, ongoing support, and training opportunities for users. 

Technical Proposal Evaluation Form 
 
	Summary of Technical Proposal  
	Points Obtainable 
	Firm/organization 

	
	
	A 
	B 
	C 
	D 
	E 

	Expertise of Firm/ Organization submitting Proposal  

	Reputation of Organization and Staff indicating a good service record 
	
	 
	 
	 
	 
	 

	References for similar projects 
	
	 
	 
	 
	 
	 

	General Organizational Capability (i.e. loose consortium, holding company or one firm, size of the firm, strength of enterprise vulnerability management support)
	
	 
	 
	 
	 
	 

	Experience with global organizations 
	
	 
	 
	 
	 
	 

	Features of Offered Solution  

	Implementation approach 
	
	 
	 
	 
	 
	 

	Personnel 
	
	 
	 
	 
	 
	 

	Sub-total for Technical Proposal 
	
	 
	 
	 
	 
	 




Financial Proposal Evaluation Form 
 
	Summary of Financial Proposal  
 
	Points obtainable 
	Firm/organization 

	
	
	A 
	B 
	C 
	D 
	E 

	Financial Proposal 
	
	 
	 
	 
	 
	 

	Sub-total for Financial Proposal 
	
	 
	 
	 
	 
	 



 
	 
	Points obtainable 
	Firm/organization 

	
	
	A 
	B 
	C 
	D 
	E 

	Sub-total for Technical Proposal 
	
	 
	 
	 
	 
	 

	Sub-total for Financial Proposal 
	
	 
	 
	 
	 
	 

	TOTAL FOR TECHNICAL AND FINANCIAL PROPOSAL 
	
	 
	 
	 
	 
	 


 
The evaluation process is intended to help the [Enter company name]  select the solution with the best combination of attributes, including but not limited to total cost of ownership, ease-of-use, performance, reliability, vision, flexibility, stability, sustainability, solution provider viability and capacity to successfully implement the selected applications.

Other Factors:
· Understanding the nature and extent of the services required.
· A specific outline of how the work will be performed.
· Awareness of potential problems and providing possible solutions.
· Special resources the team offers that are relevant to the successful completion of the project.
· Presentation, completeness, clarity, organization, and responsiveness of proposal. 

These Terms and Conditions describe the services that you will provide to, and perform for customers. These Terms and Conditions apply to services for standard enterprise vulnerability management solution, as defined herein, and are limited to the system configuration specified in a Statement of Work (“SOW”) or other ordering document (i.e., a quote, order, order acknowledgment or invoice) which contains a description of the system. 

All services and documentation shall be provided in English. If we perform any services outside the scope of the services — including, but not limited to, services requested by supplier in accordance with Out-Of-Scope, Errors or services required due to actions of the Terms and Conditions — such services will be rendered at supplier’s additional expense under a separate SOW; provided, however, that we shall not be obligated to perform any services outside the scope of the applicable services. Our obligation under these Terms and Conditions shall solely be to undertake the agreed services activities and not to achieve certain technical, economic, or other results.  

The services shall be governed by these Terms and Conditions, including any Annexes hereto, the quotation sent to suppliers by [Enter Company Name] (“Quotation”), General Terms and any valid SOW, if applicable, between the parties. These documents comprise the entire agreement between Supplier and [Enter Company Name] with respect to Services for the Software or Systems supported by [Enter Company Name]. In case of conflict, the order of precedence is as follows: these Terms and Conditions, the General Terms, any SOW between the parties, and the Quotation.

Solution provider to answer the following:
1. Experience and Reputation i.e. years in business and use cases
2. Credentials and strength of resume
3. Expertise in delivering enterprise vulnerability management solution services in the Public Sector supported by examples.
4. Capacity to meet requirements (size, financial condition, etc.)
5. Location (geographical) i.e. ability to provide services across organization
6. Demonstrated ability to provide the mix of enterprise vulnerability management solution service required
7. Professional liability insurance - Provide evidence of professional liability insurance in the amount of <Enter Amount Range>
8. The signed and notarized Non-Collusion Statement provided with this RFP package


Due Diligence
The Bidder is expected to examine all instructions, forms, terms and specifications in this RFP and study the Bid Document carefully. Bid shall be deemed to have been submitted after careful study and examination of this RFP with full understanding of its implications. 

Each Bidder should, at its own costs without any right to claim reimbursement, conduct its own investigations, analysis and should check the accuracy, reliability and completeness of the information in this RFP and wherever felt necessary obtain independent advice. 

The Bid should be precise, complete and in the prescribed format as per the requirement of this RFP. Failure to furnish all information required by this RFP or submission of a Bid not responsive to this RFP in each and every respect shall be at the Bidder’s own risk and may result in rejection of the Bid and for which the [ENTER YOUR COMPANY NAME] shall not be held responsible. Any decision taken by [ENTER YOUR COMPANY NAME] as to completeness of the Bid and/or rejection of any / all Bid(s) shall be final, conclusive and binding upon the Bidder(s) and shall not be question / challenged by the Bidder(s).

The Bidder shall solely bear all expenses whatsoever associated with or incidental to the
preparation and submission of its Bid and the [ENTER YOUR COMPANY NAME] shall in no case be held responsible or liable for such expenses, regardless of the conduct or outcome of the bidding process including but not limited to cancellation / abandonment / annulment of the bidding process.

[bookmark: _3rdcrjn]










[bookmark: _26in1rg]Bid Evaluation Criteria & Submission Guidelines 

1. To meet the requirements, as spelt out in this Bid Document, the selected Bidder must have the requisite experience and expertise in providing services in the field of enterprise vulnerability management solution with the technical know-how, and the financial ability that would be required to successfully set-up the required infrastructure and provide the services sought by [ENTER YOUR COMPANY NAME].
2. The Bidder shall submit their offers strictly in accordance with the terms and conditions of the bid document. Any Bid, which stipulates conditions contrary to the terms and conditions given in the Bid Document, is liable for rejection. Any decision of [ENTER YOUR COMPANY NAME] in this regard shall be final, conclusive and binding on the Vendor.
3. The Bidders shall be short listed after the evaluation of their Technical Bids. Only the shortlisted Bidders will be permitted to participate in the Demo Phase. 
4. The Successful Bidder (L1) shall submit to the [ENTER YOUR COMPANY NAME] the price breakup for the Auction amount in the format as provided by the [ENTER YOUR COMPANY NAME]. If the price breakup is not submitted to the [ENTER YOUR COMPANY NAME] within 3 days from the date of the Auction, the [ENTER YOUR COMPANY NAME] reserve the right to reject the L1 Bidder’s Bid and make procurement from the L2 or L3 Bidder.
5. [ENTER YOUR COMPANY NAME] reserves the right to modify / amend the evaluation process at any time/ at any stage during the Bid process, without assigning any reason, whatsoever, and without any requirement of intimating the Bidders of any such change. Any time during the process of evaluation [ENTER YOUR COMPANY NAME] may seek specific clarifications from any or all Bidders.
6. The Bidder shall produce a self-declaration that-
· They are duly authorized persons to submit this undertaking 
· They have read and understood the RFP and have conveyed their absolute and unconditional acceptance to the RFP 
· They do not have any business relationship with [ENTER YOUR COMPANY NAME] including its directors and officers which may result in any conflict of interest between us and [ENTER YOUR COMPANY NAME]. They shall on occurrence of any such event immediately inform the concerned authorities of the same 
· They have submitted bid in compliance with the specific requirements as mentioned in this RFP
· They have provided with all necessary information and details as required by [ENTER YOUR COMPANY NAME] and shall provide with such additional information may be required by [ENTER YOUR COMPANY NAME] from time to time.
· Neither they nor any of their employee/director has been barred from providing the Services nor are they in negative list/blacklisted by any public sector [ENTER YOUR COMPANY NAME], statutory or regulatory or investigative agencies in [ENTER YOUR COUNTRY] or abroad in the last 5 years
· There is no vigilance and / or court cases pending against them/company and no inquiry or investigation pending against them from any statutory regulatory and / or investigation agency 
· All the information furnished in and as per the document submitted is true and accurate and nothing has been concealed or tampered with. They have gone through all the conditions of bid and are aware that they would be liable to any punitive action in case of furnishing of false information / documents. 
· They also undertake that, they were/are never involved in any legal case that may affect the solvency / existence of their organization or in any other way that may affect capability to provide / continue the services to us as they will further certified that they have not modified or deleted any text/matter in the RFP. Note: Bidder must comply with all the above-mentioned criteria as specified above and more elaborately. Non-compliance of any of the criteria can entail rejection of the offer. Photocopies of relevant documents / certificates should be submitted as proof in support of the claims made for each of the above-mentioned criteria and as and when the [ENTER YOUR COMPANY NAME] decides, originals / certified copies should be shown for verification purpose. The [ENTER YOUR COMPANY NAME] reserves the right to verify / evaluate the claims made by the Bidder independently. Any deliberate misrepresentation will entail rejection of the offer ab-initio.

The following submission guidelines & requirements apply to this Request for Proposal:
1. First and foremost, only qualified individuals or firms with prior experience on projects such as this should submit proposals in response to this Request for Proposal.
2. Bidders intent on submitting a proposal should notify the representative identified on the cover page no later than [DATE].
3. Bidders must list at least [NUMBER] projects that are substantially similar to this project as part of their response, including references for each. Examples of work should be provided as well.
4. A technical proposal must be provided that is not more than [NUMBER] pages. This technical proposal must provide an overview of the proposed solution as well as resumes of all key personnel performing the work. In addition, the technical proposal should provide a proposed schedule and milestones, as applicable.
5. A price proposal must be provided that is not more than [NUMBER] pages. This price proposal should indicate the overall fixed price for the project as well as hourly rates and an estimated total number of hours, should [COMPANY NAME] decide to award a contract on an hourly rate basis.
6. Proposals must be signed by a representative that is authorized to commit the bidder's company.
7. If you have a standard set of terms and conditions, please submit them with your proposal. All terms and conditions will be subject to negotiation.
8. Proposals must be received prior to [DATE] to be considered.
9. Proposals must remain valid for a period of [NUMBER] days.
10. [COMPANY NAME] anticipates selecting at least two individuals or firms to have more in-depth discussions with, and will make an award to one of these “down-selected” individuals or firms.
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[bookmark: _35nkun2]Project Description

The purpose of this project is as follows:

Enter any other information below if required
1. [PURPOSE 1]
2. [PURPOSE 2]
3. [PURPOSE 3]
4. [PURPOSE 4]

The description of the project is as follows:

1. [DESCRIPTION 1]
2. [DESCRIPTION 2]
3. [DESCRIPTION 3]
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[bookmark: _44sinio]Project Scope
The scope of the project entails [SCOPE OF WORK]. You may provide this in list or paragraph form. 

The purpose of this Request for Proposal (RFP) is to solicit proposals to provide enterprise vulnerability management solutions for organization and select external audiences that meet the company’s needs. Each proposal must be accompanied by a transmittal letter which briefly summarizes the proposing firm’s interest in providing the required professional services. The transmittal letter must also clearly state and justify any exceptions to the requirements of the RFP which the applicant may have taken in presenting the proposal. The [enter your organization] reserves the right to deny any and all exceptions taken to the RFP requirements.

The successful bidder will be responsible for [SCOPE OF WORK]. The criteria set forth below should be met to achieve successful completion of the project:

1. [CRITERIA 1]
2. [CRITERIA 2]
3. [CRITERIA 3]
4. [CRITERIA 4]
5. [CRITERIA 5]

Acceptance of the work is contingent on the following acceptance criteria:

1. [CRITERIA 1]
2. [CRITERIA 2]
3. [CRITERIA 3]
4. [CRITERIA 4]
5. [CRITERIA 5]

[bookmark: _2jxsxqh]











[bookmark: _z337ya]RFP & Project Timelines

The Request for Proposal timeline is as follows:
	Request for Proposal Issuance
	DD/MM/20XX

	Selection of Top Bidders / 
Notification to Unsuccessful Bidders
	DD/MM/20XX

	Start of Negotiation
	DD/MM/20XX

	Contract Award / 
Notification to Unsuccessful Bidders
	DD/MM/20XX



The need-date for project completion is [DATE]. Bidders may propose a date earlier or later, and will be evaluated accordingly.
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[bookmark: _1y810tw]Budget

[COMPANY NAME]’s budget for the project is [DOLLAR AMOUNT].
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[bookmark: _2xcytpi]Evaluation Factors

[COMPANY NAME] will rate proposals based on the following factors, with cost being the most important factor:
1. Responsiveness to the requirements set forth in this Request for Proposal
2. Relevant past performance/experience
3. Samples of work
4. Cost, including an assessment of total cost of ownership.
5. Technical expertise/experience of bidder and bidder’s staff

[COMPANY NAME] reserves the right to award to the bidder that presents the best value to [COMPANY NAME] as determined solely by [COMPANY NAME] in its absolute discretion.

